At National Online Safety, we belleve In smpowering parents, carers and trusted adults with the Information to hold an Informed conversation about online safety with thelr children, should they fes!
s nesded. This guide focuses on one of many lssuess which we belleve trusted adults should be awars of, Please visit www nationaloniinesafety.com lor further guldes, hints and tips for aduits,

y\lhat.Pare‘r'\ts & Carers Need to Know about & *

SETTING UP APPS, GAMES
e AND SOFTWARE

Millions of new phones, tablets, laptops and games consoles will be nestling under Christmas trees this
year. However, even if parents and carers have gone to the troubls of setting up these new devices and
enabling the safety features, there are still potential hazards in the apps, games and software that
children will want to install and use. Knowing what to look for and discussing those risks with your chiid
may help avoid any nasty surprises this Christmas. Here are our top tips for ensuring that unwrapping
this year's presents doesn‘t unieash any unexpected dangers.

CHECK THE SPECS

gomes were To avoid let-downs, check o
checking the age \ gome’'s specs before buying -~
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some newer Xbox or PlayStation gomes
won’t play on older cansoles.
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Titles like Roblox, Minecraft and

Fortnite have in-game currencles,
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. APPS ARE AGE RATED, TOO A WATCH OUT FOR IMITATORS

Like games, :gp' In the mojor stores have Most oppe and games will tell you in 38 Even In the official stores, untrustworthy
Gg. ratings, too -~ 80 you can see in advance the online stare much apace they need Y rogue apps can slip through the net.

ther an app’s appropriate for your child. on a device, Check this care un“- espacially Common tricks are apps or games that have youThe
Additionally, phones' parental control settings with gamas, which can run Into hundreds of slightly different name to enuine article
°"°"’J:“ to set age limits, preventing young ones megabytes and beyond. if you don’t have enough Fornight rather than Fortnite, for Instance) or
from downloading unsuitoble apps themseives. fres storage on a device to run the game or app, use logos which deliberately look very similar to
These ratings aren’t infallible, however: we've seen  you won't get a refund from the store. You can the official app. To avold downloading these
TV apps featuring adult shows with an age rating normally check a device’s available starage space imitations, read the n‘pr's description and check
of 3, for example. through the settings menu. who the publisher is listed as.

e — e R, St ey
LEGAL APPS THAT BREAK THE LAW : STAY UPDATED

Thare are many uml that are parfectly legal but It's common for apps and games to Most games and apps are subject to regulor

enable illegal actlvity - streaming apps which let ask users to register: entering personal ~ updates, which not only affer new content and

r-o e watch football matches, say, without paying details like email address, date of birth and features but also provide critical security )
'or Sky or BY Sport. Prosecution for using such apps — other information you might not want your child improvements. Children tend to ignore such

Is rare, but they can lead to risky behaviour like to divuige. Ask them to get your permission updates - usually becauss they don‘t 2 [,

viewing rogue streams on sites ing before giving any personal info to an app - and understand why they‘re important, or they &y

with malicious links, Watch for children consider using your detalls rather than child’s, simply want to get straight on with gaming. °

Imlallln‘g unusual apps with ‘TV', so they're not targeted by marketing spam or put Check your child‘s devices periodically to

‘stream”or ‘sport’ In the name. (VAT __at risk of having their data stolen. make sure these updotes are being installed. .
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Barry Collins has been a technology journalist and editor for \ on I I n e
more than 20 years, working for tities such as the Sundoy Times, .

Which?, PC Pro and Computeractive, He's appearad regularly as S ofet .

a technology pundit on television and radio, Including on > / y

Newsnight, Rodio 5 Live and ITV News at Ten, He has two children ey o 4

and hos writes regularly about internet safety lssues. : #wakeu pWEdnESdas
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